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Singapore Standard SS 540 : 2008
Business Continuity Management — An Overview

What is Business Continuity Management (BCM)?

BCM is a holistic management process that :

identifies potential impacts which threaten an
organisation, and

provides a framework for building resilience and
the capability for an effective response that

safeguards the interests of its key stakeholders,
reputation, brand and value creating activities.
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Singapore Standard for BCM SS 540 : 2008

Introduction:

This Singapore Standard (SS) is applicable to all
organisations regardless of their size.

This SS provides a framework to analyse and implement
strategies, processes and procedures to address potential
threats that may disrupt the organisation’s critical business
functions.

This standard emphasises resilience and protection of
critical assets, human, environmental, intangible and
physical.
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Singapore Standard for BCM SS 540 : 2008

Scope:

This Singapore Standard specifies the requirements for
organisations intending to build competence, capacity,
resilience and readiness to respond to and recover from
events that threaten to disrupt normal business operations
and activities.

It stipulates the requirements to attain and maintain
readiness to deal with risks and risk events faced by
organisations due to the nature of their businesses,
external environment or regulatory requirements.
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What a company needs to consider to implement
BCM:

What are the organisation’s key products and services?

What are the critical activities and resources required to
deliver these?

What are the risks to these critical activities?

How will the organisation continue these critical activities in
the event of an incident?

An overview of SS 540 : 2008




SS540 Process Approach

PDCA Methodology

SS540 BCM Framework
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SS 540 - Key Deliverables for the Six BCM Areas

BCM Areas

Key Deliverables

Risk Analysis &
Review

Identify threats on critical activities and supporting
resources

Business Impact

Identify potential impact of these threats and its

Analysis abilities to continue the critical activities
Determine the strategy / action to safeguard and
Strategy o o I
maintain the critical activities
BC Plan Formulate business continuity plans to prepare,
respond and recover from potential threats.
Tests and Familiarise key staff with the exercises and
Exercises validating the plans
Program Regular and systematic review of its risks and
Management business impacts, re-aligning its BCM strategies and

re-validating its BC Plan(s) regularly

SS 540 - Key Deliverables for the Six BCM Areas

BCM Key Deliverables
Components
- Establish the organisation’s aims, principles and
Policies
approach
Activities with defined outcomes, deliverables and
Processes . oo . S
evaluation criteria to attain the objectives of the BCM
policies
Define the roles and responsibilities of staff involved in
People the BCM

Infrastructure

Resources to support critical business functions
against potential risk events.




Internationalisation of SS 540

1)
2)

SS 540 was accepted by two International Standards
Committees namely:

ISO/IEC JTC1 SC27 - IT Security Techniques

ISO/TC 223 — Societal Security

for the current development of the following
International Standards respectively:

ISO/IEC 27031 Guidelines for ICT Readiness for
Business Continuity; and

ISO 22301 Preparedness and continuity management
systems - Requirements




Benefits from a manufacturing company
(electronic semi-conductor sector) which has
implemented the BCM Standard

Benefits from a manufacturing company (electronic semi-conductor
sector) which has implemented the BCM Standard

Strengthen Company Management Process
Protects Shareholders, Assets and Operation...
Makes risk visible to Top Management

Identifies clearly risk map for business continuity

Drives competency improvement to mitigate risk
elements

Ensures effective prevention and responses to
incidences

BCM strengthens Corporate Resilience




Benefits from a manufacturing company (electronic semi-conductor
sector) which has implemented the BCM Standard

Before After

“Integrated” Mentality
(More Brains,Better Ideas)

“Silo” Mentality

Take Charge

Dependent on others (Be responsible)

Quantitative

Qualitative (Cost vs. Benefits)

Peace of Mind
(Take Calculated Risks)

11381

Uncertainty

National BCM Programme — Incentive Support

For enquiry on the incentive support to assist your company
to become BCM ready and certify to SS 540: 2008, please
contact:

Singapore Business Federation
Tel : (65) 6827 6867 or
Email: bcm@sbf.org.sg




For enquiry and purchase of the SS 540 : 2008,
please contact:

SNP Corporation Pte Ltd

1 Kim Seng Promenade #18-01
Great World City East Tower
Singapore 237994

Operating Hours:

Mon to Fri: 9.30am to 6.00pm

Closed on Saturdays, Sundays and Public Holidays
Customer Service Hotline: + (65) 6826 9691

Fax: + (65) 6820 3341

Email: singaporestandardseshop@snpcorp.com




